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February 26, 2009

Marlene H. DOItch
Office of the Secretary
Federal Conummications Connnission
445 12th Street. SW
Suite TW-A325
Washington, DC 20554

17 South High Street, Suite 600 • Columbus, Ohio 43215

614-221-3231 • Fax 614-221-0048 • www.ohiotelecom.com

Received &Inspected

FEB 272009

FCC Mail Room

Re: EB Docket No. 06-36
Customer Proprietary Network Information (CPNI) Certification
for The Middle Point Home Telephone Company

Ms. Dortch,
On behalf of The Middle Point Home Telephone Company, 106 Y:z E. Jackson

St., P.O. Box 41, Middle Point, OH 45863-0041, please find enclosed for filing, under
EB Docket No. 06-36, the Annual 47 C.F R. S: 64.2009 (e) CPNI Certification. This
filing is made in accordance with the Connnission's April 2, 2007 Report and Order and
Further Notice of Proposed Rulemaking in CC Docket No. 96-115 and WC Docket No.
04-36.

An original and 5 copies are included with this filing. I have included an
additional copy and a self addressed stamped envelop for return of a stamped copy for
Company records.

If you should have any questions regarding this filing, please contact
Joy Thomas, Assistant V.P./Office Manager at 419-968-2000, or myself at 614 221-3231

Sincerely,

9:!!:L4 Im~
Judith E. Matz
Director, Regulatory Affairs

cc: Best Copy and Printing, Inc. (1)

No. of Copies roo'd
UslABCDE
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~D"" 47 C"'o& § £:4 N!J4(e) aNI Cerlifiqlioq

ED Docket 06-3§

Received &Inspected

FEB 2.72009

FCC Mail Room
Annual 64.2009(e)cm Certification for 2008

Date filed: 0212612009

Name ofcompany(s) coveml by Ibis certfficatioll: The Middle Point Home Telepbone Company

Form 499 Piler lD: 813058

Name ofsignatory: Joy Thomas

Title ofsitpl8tory: Assislaot Vice-President

l, Joy Thomas, certify that I am 8lI off.-ofthe company named 8hove, and acting as an agent of the
company, that I have personal know\edge that the wmpany has established operating procedmcs that are adequate
to ensure compliance with the Commission's cm IVIes. See 41 C.F.R. § 64.2001 et iMl·

AIt8cbed to tltis certifi,cation is 811 accompanyins statement expI,ailling bow the oompany's procedures
ensure that the company is ill compliance with the requirements 98t forth in sec:tioo 64.2001 at nq. ofthe
Commission's lU1es.

Tbe company bas not takeIIany aetions(P" eedinp instituted orpctitions D,led by a COmplllly at either
state commissions, the oourt system, or al the Commission lIPitIst data bJokers) against dala brokers in the past
year. Companies must IqIOrt 011 any infoiiJiatiClll tbat they have with respect to the PlOCl!S!lCS pn:texters are using to
attempt to acoess CPNl , and what sIiep$ COIIIp8Dies are taking to pJOtect CPNJ.

The company bas not ftlCleived any c:ustome:r complaints in the past year conc:emillg the unauthorilJOd release of
CPNJ (number ofcustomer complaints a wmpany has received related to IJ1\8lJIhorized access 10 CPNJ, or
unautborilJOd disclosure ofCPNl, broken 110_ by category or complaint, e.g., instances of impoper acoess by
employees, instances ofimproper disclosure to individuals not authorized to ra:civc the infonnation, or instlnees of
improper access to online infonnation by individuals not lIllIhorized to view the infonnation).

Si~~~~

J
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MIDDLE POINT HOME TELEPHONE COMPANY
STATEMt;NT OF ePN! PROCEDURES

Middle Point Home Telephone Company has cn:a1ed a CPNI Policy Handbook containing the
following procedures that it has adopted to ensure the protection ofCPNI. The handbook describes our
procedures in greater ddaiJ and provides practical guidance 011 how to protect asainst unauthorized
disclosure or use ofCPNI. The handbook is distributed to our employees during 1roining and serves as an
important reference tool for our employees.

Duty CO P!'l!lect CPIn

We as a communications c:ompany recognize our duty to protect customer em. We may not
disclose CPNI to unauthorized persons. nor may we use CPNI in certain ways wilhout c:onsent from our
customers. Before We can provide customers with their own CPNI, we must authenticate the customer.

We recognize that there are a few cases in which we can disclose CPNl without first obtaining
customer approval:

I. Administrative use: We may use CPNJ to initiate. render, bill and coiled for
communications services.

2. Protection ofcarrier and third parties: We may use cm to protect the iolen:sts ofour
company, such as toprevenC fraud or illegal use ofour systems and network. Employees are notified of
the steps co take, ifany. in the!le sorts ofsituations.

3. As required by law: We may disclose CPNI if we are required to by law, such as through
leglll process (subpoena<;) or in response to n:quesfs by law enfon:ement. Employees are notified ofany
sreps they must take in these sifuations.

O.rOw. UseOfCPNI

We may use CPNI to provide or rnadef services to our existing customers. We understand that
we are required to obtain custoiller approval prior to using cm in certain ways.

Marketing

We understlUld that we do nol need to obtain customer approval before using CPNl to matket
services to our existing customers within the categories ofservice to which the customer already
subscn"bes.

We understand that we may not use CPNl to marlcet services tbat are in a service category to
wh.ich the customer does not already subscn"be without customer approval.

. We unde~~d that we cannot usc CPNI to solicit a customer to add a new category ofservice
Without first obtainIng tlie customer's approval.

. We al;so understand that we do not need cuslAJmer conseIIt before using CPNI to matket "adjunct­
to-basIC" serville" such as speed dialing, computer-provided directory ass;stance, call monitoring, call
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tra<:ing, call bkding, call~ rq>OIII dialing, calI1nM:kiDg, c:aII waiting, caller ID, call furwanliDg, and
certain c:entIEx fcalurcs.

We lDlderstBnd that we may not use CPNI to identify or 1ral:kcustomers that <>lI1I competing
service providers.

We regularly review OlD" III8I'keting pIlIClices to determine when and how CPNI is used within tile
company, and whether CPNI is being sbared wid! other entities. We also review new marketing or sales
campaigns to ensure COIIIpliance with these cm policies and witb tile FCC's CPNI regulations. We do
not share Cl'Nl with any affiliatEs or any other third parties.

Provision ofServices

We Ul,deutiiud that we do not need CustomcT approval to use COO to provide CPE and cal.!
answering, voice mail or mc...,.,gmg, voice storap and retri""al services, fax ston: and forward, and
protocol conversion.

Authenticating C.........,... Before ntyJepng cpNI

We undetstand that we are ItllfIIRd to objectively determine tbItour customers an: who they say
they are befure disclosing CPNI to them.

Telephone

We understand thai wben aQlstomer call., we may not release edtdetoIJ information, or
information relating to tile tnmsmission ofspecific II:lcphone calls until we have obtained tile account
passwonlfiom the caller, or called !be customer back at tile telepbone mnnber ofrecord to ensure that !be
customer is who sIhe says sIhe is. Ahllmatively, WI! may offerto geOd tile call derail information to !be
address ofrecord or to the cwtomer in penon after sIhe bas procJuo:ed valid photo identifiall:iun lit our
office. .

We wtde:tsta.td that we may disclose -..aJt<ktaiI inftJrmmionover !be tdepItone after
authenticating tile cu.'ltomer by calling back the teIepbone nmnber of record, checIcing valid photo
identification, or by mailing the infOI'lJlldiOll 10 the account adcJress ofrecord.

In-Person Authentication

We IIIIder.itand !bat before we can disclose CPNI to customers in person, !be customer must
present vQ/UJ grJNenuRJmI-isswdpltbro idsnIificatitm. The name on the photo idealiilC8lion must match
tile name on the account. Ifthe _ eatIDOt presellt tbe requirat identiflcatiQll, weoffer to provide
tile requested CPNI by sending it10 tbe account address ofrecord.

Before providing tile CPNI to !be customer, we make a copy oftile pIloto ideBlification. This
copy is tIIen placed in tile customer's file, together with a copy oftile CPNI provided to the customer.
These records are tlleu kept in tbe c:usr.omer file in accordance w1t11 our RCOrd-teeping poHcies.
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Mail

If the customer req_ CPNI through neguJar mail, or jfthe custolller <:IUIBOt comply with one of
the authentication methods above, we send the requeskd information to the customer', address of record
only.

Customer NotifieatioD ofCPNI Rights

We provide a CPNI privacy policy to all customeI5 annually, as a bill insert in the December bill.
This policy provides notification to each customer ofhislber rigllt to reslriet use of, disclosun: of, and
access to dlat customer', CPNI. We maintain a list ofall custOAlCiS who n:ccive the privacy policy, the
date on which the policy is sent, and a copy oCtllc policy in our records for one (I) yurfollowing the
mailing ofthe policy. We provide additional copies ofthe CPNI privecy polic:y to all custoIIIers who
request it and to all new customers upon activation of service.

The policy contains an opl-out customer approval notice. Customers who do not wish to allow us
to use lheir ePNI to market services outside their existing semc:c categories, or who do not wish to allow
us to share their CPNI with affilildes, have 30 days to contact US to tell US that thcy do not approve ofthis
use. Ifwe do not hear back from the customer within 30 days, we mldelsland dlat we~ free to use their
CPNI for these purposes. We understand that customers CIIJl change dteir option at any time by
contacting us, lI1Icl we notifY our CUSlOtlIefS ofthis rigllt.

We maintain ra:onis ofthe customers who n:ccived the OJIt-out approyaI notice lI1Icl recoJds of
the customers wbo COl'\taCIIld us to opt out in acco.rdanoc with our reconI-keeping policies.

We understand that we must provide written notice to the FCC within five (5) business days if
our opt-out mecbani.,ms do not work properly to the dCll"'" that our customcJS' inability to opt out is
more than an &Romaly.

Traml. Am DilCiplil!!

We lJ'ained an ofour employees regarding the company's CPNl policies prior to the eftective
date ofthe most recent CPNI regulations, December 8, 2007. El1lJ'loyees are required to alh:IId an annual
retraining to ensure that they understand the comp8lIy's CPNJ policies and any updates to those policies.
New employees who will bave access to CPNI an: trained when lhey join the company,lI1Icl then attend
the regularly-scheduled retraining sessiOtlS. At the oooclusion ofeacb. training session, employees are
asked to sign certificates stating that they undeistand the company's CPNJ policies and that they wm
comply with those policies.

We have implemented the fOllowing disciplinary guidelines for empIO)'eCS who fail to follow our
ePNI policies:

Ifan employee fmls to observe Middle Point Home Tc1epbone
Company's CPNI policies, hislber supervisor will discuss proper CPNI
policies with the Cl1lJ'\oyee. Ifproblems persist, the supervisor wiD
fonow the guidelines set furtb in the employee manuaI regarding
discipline.

Disciplinary records are main1ained in the company files in accordance with our n:conJ..bc:ping polici....
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We mailllain Ibe fonowing records ill our files fur one (I) year:

a. Records relating to the aonual mailingoflhe cusIomerCPNI privacy policy;

be R<:conls ofC1IStoIIIer approval ordi$llpjlioval ofCPNJ. use, or lhe limitation or "",ocatlon
thereof; and

c. Employee diseipliDary records.

We mainlllin.records ofdi~CPNJ bIeacbes, lKItifications to law enforcement regarding
breaches, and any respoo5C5 from law enforcement regarding those breaches, in our files for at 1east two
(2) years.

Ngtifigtion orAccont 0,..,...,
We underslBnd dI8I_ are requiRd to ootilY customers wilen clumges have '-made to

passwords, customer responses to bad-up means oflIIIIhentic:ation, or addresses of record by mailing a
DOlification to the 8CCOUIIt address ofrecord.

We do IKIt n:ve8l the changed account daIa in tile tIOIifjcation.

llnaadlorlzed])IM 1M,",orCfNI
We undcrstaad that we must report CPNI breaches to Jaw cnforcemeat no later lhao. seven (7)

busi.ness days after determining lhe breach has occuned, by sending electnmic DOIification through the
link at http://www.fcc.govIeb!CPNlItDlhecenlr.llreportingfacility, which will then notify the United
SllItes Secret Service (USSS) and the Federal Bun:au ofJnvestigation (FBI).

We understand that we may IKIt notify eUSlDmCrS or the public oftile breach. earlier tIIan seven (7)
days after we have nocified law enmll:emellt t1IrougJl the <:entra1 reportiIIg facility, Ifwe wish to notifY
customers or the public iJlnucdialely, when> we feel that there is "an llllInIOt'din8rl1y IIIpIIIneed to notify"
to avoid "immediale and iJrepal'llble harm," we inform law enfon:eDiellt ofour desire to notify and
comply with law enforcement's directions.

Recorclsrelating to suclI notifications are kept in acconIance with our record-keeping policies.
These reeonIs include: (i) the date we discovered Ibe bJeacII, (ii) the date we notified law enforcement, .
(iii) a detailed description oftho: CPNI breached, and (iv) the circumstances ofthe bre8c:h.

During the OOUl1le of tho: year, we compile infOlDl8lion regarding pleleJrtci altempls to 8/lin
improper access to C:PNI, including any bn:adJes or aaempted breadlcs. We include tIIi. infnnnation in
our annual CPNI compliance ccrtificatioo filed with tile FCC.

Signed


